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L/ ROUTING

Loadbalancing

Individual request routing
Header based routing
Retries

Timeouts




TRAFFIC SHIFTING

Canary deployment
A/B Testing

Blue/Green deployment




MIRRORING

“Fire and forget”

Traffic percentage




USE CASE: APPLICATION VERSION RELEASE

Deployment Mirroring Traffic shifting
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LOGS

RESPONSE_CODE

METHOD RESPONSE_FLAGS
X-ENVOY-ORIGINAL-PATH BYTES_RECEIVED

PROTOCOL j \ BYTES_SENT
DURATION(ms)

START_TIME

[2019-08-06T16:30:11.746Z] /backend; ug/ HTTP/1.1 -01124 00

6e9e455f-fel8-4511-9¢52-aa517af0edff ———— REQUEST-ID
a70851b76b86511e9b8c60ebd9abcaa2-807989241.us-east-1.elb.amazonaws.com -
10.100.216.61:8080 HOST

UPSTREAM_HOST USER-AGENT

X-FORWARDED-FOR UPSTREAM-SERVICE-TIME




TRACING

Service Mesh managed

Application managed

REQUEST

TRACE HEADERS

SERVICE A SERVICE B SERVICE C



TRACING

Ja

eger Ul Search

Compare

Dependencies

Ny istio-ingressgateway: productpage.default.svc.cluster.local:9080/productpage P

About Jaeger v

< Trace Timeline
Trace Start June 10, 2019 2:37 PM Duration 38.21ms Se s§5 L Ti 15 8
Oms 9.55ms 19.11ms 28.66ms 38.21ms
Service & Operation v > ¥ » Oms 9.55ms 19.11ms 28.66ms 38.21ms
v istio-ingressgateway productpage.default.sve.cluster.loc...

v I productpage.default productpage.default.sve.cluster. ..

~ | productpage.default details default sve cluster ...
I details.default details default.svc.cluster.local...

v | productpage.default revie

fault.sve.cluster....

v reviews.default reviews default sve.clusterlo...
v reviews.default ratings.default.sve.clust...

ratings.default ratings.default.svc.cl...

ratings.default::ratings.default.svc.cluster.local:9080/ | 1.33ms



METRICS

Request count

Request duration

Request size

Success rate

SERVICE LEVEL

INDICATORS

OBIJECTIVES

AGREEMENTS



ETRICS

Istio Service Dashboard -

Service  details.default.sve.cluster.local Client Workload Namespace

Client Request Volume

0.7 ops

Server Request Volume

0.7 ops

All > All

Client Workload

Client Success Rate (non-5xx responses)

100%

Server Success Rate (non-5xx responses)

100%

Incoming Requests by Source And Response Code

3.00ps
250ps
2.00ps
1.5 ops
100ps
0.50ps

0ops J
11:15:00 111530 11:16:00 11:16:30 11:17.00

= productpage-v1.default : 200

Incoming Request Duration by Source

11:17:30 11:18:00 11:18:30 11:19:00

Service Workload Namespace

All = Workload  All »

SERVICE: details.default.svc.cluster.local

Client Request Duration
25ms
20ms
15ms
10 ms
Sms
Ons

11:16 1117 11:18

Server Request Duration

CLIENT WORKLOADS

Refresh every 10s

Client TCP Bandwidth

N/A

Server TCP Bandwidth

N/A

Incoming Success Rate (non-5xx responses) By Source
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25.00%

0%

11:19:30 11:15:00 11:15:30 11:16:00

== productpage-v1.default

Incoming Request Size By Source

11:16:30 11:17:00 11:17:30 11:18:00 11:18:30 11:19:00 11:19:30

Response Size By Source
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AUTHENTICATIE

mTLS
« Permissive
« Strict
« Disable

JWT claims

Istio Mesh
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AUTORISATIE

Policies (L7)

Workload-to-workload

User-to-workload



SERVICE MESH OPLOSSINGEN
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